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Disclaimer

The contents of this document are subject to revision without notice due to continued
progress in methodology, design, and manufacturing. Yubico shall have no liability
for any error or damages of any kind resulting from the use of th is document.

The Yubico Software referenced in this document is licensed to you under the terms
and conditions accompanying the software or as otherwise agreed between you or
the company that you are representing.

Trademarks

Yubico and YubiKey are tradema  rks of Yubico AB.  Other trademarks belong to their
respective owners and are hereby acknowledged.

Contact Information

Yubico AB

Méaster Samuelsgatan 60, 8th floor
111 21 Stockholm

Sweden

info@yubico.com
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Document Information

1.1

1.2

1.3

1.4

1.5

Purpose

The purpose of this document is to provide an in-depth explanation  of the
YubiKey configuration process using the Cross - platform YubiKey
Personalization Tool (earlier known as YubiKey Configuration Utility ).

The document does not <cover a fAs yesfocasess
on the process of configuring

Audience

This document is intended primarily for readers with a technical/lT
background. The document assumes knowledge of basic security concepts
and terminology.

Furthermore, basic knowledge of Yubi Key concepts i s assumed. More

per speoc

information about this topic can be found 1in

sectiono

References

i The YubiKey Manual i1 Usage, configuration and introduction of
basic concepts

1 YubiKey configuration COM API i Describes the configuration
component

1 YubiKey Client COM APl i Describes the client -side API

1 YubiKey Server COM APl i Describes the server -side API

1 Yubico online forum T http://forum.yubico.com

1 RFC 2104 - HMAC: Keyed -Hashing for Message Authentication

T RFC4226 i HOTP: An HMAC -Based One -Time Password Algorithm

Document History

2011 -07-22 1.0 KL and SP New release

Definitions

YubiKey device Yubi cods authentication devi ce

port
USB Universal Serial Bus
HID Human Interface Device. A specification of typical USB

devices used for human interaction, such as keyboards,
mice, joysticks etc.

AES Advanced Encryption Standard, FIPS -197
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uiD Unit Identity, a.k.a. Private Id or Secret Id
Ticket A general term for an access code generated by the
Yubikey, a.k.a. OTP.
OTP One Time Password
Modhex Modified Hexadecimal coding
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2 Introduction

Yubico, a security company founded in 2007, with offices located in
London and Stockholm Sweden, fo rthe European office s and in Sunnyvale
California, for the North American office.

Yubi cobs mi ssi on i s t o imake I nternet ident i
af fordable for everyoneo. The Company offers
device/token, the YubiKey, whic h is used to provide secure authentication

to web services and various other applications.

The YubiKey device is a tiny key -sized one -button authentication device,
emulating a USB keyboard and designed to generate a unique user
identity and a one -time pass word without requiring any software installed
on the computer. When YubiKey is inserted to a USB port on a computer

and the illuminated button on the device is pressed, YubiKey sends an OTP
(One Time Password) to the computer as a sequence of keyboard
char acters, thus saving the user from typing.

The Yubico Personalization Tool is a cross platform utility (working on
Windows, Linux and MAC) designed to configure the YubiKey. The utility
follows a simple step-by-step approach to make configuration easy to
follow and to understand, while still being powerful enough to exploit all
functionality both of the YubiKey 1 and YubiKey 2 generation of keys

The YubiKey Configuration Utility provides the following main functions:

1 ProgrammingaYubi Key i n dynanmode AiOTPO

1 ProgrammingaYubi Key in static fApasswordo mode

91 Programming the YubiKey in OATH -HOTP dynamic AOTPO mode
I Programming the YubiKey in Challenge -Response mode

1 Checking the type and firmware version of a YubiKey

The YubiKey Configuration Utility provides b asic means of batch
processing where a larger number of keys can be configured sequentially.

Configuration input can be randomized or increased in sequential order.
Output of the configuration process can be written to a text file which later
can be import ed into various Yubi co applications .
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3

Background and Pre - Requisites

3.1

3.1.1

3.1.2

3.1.3

3.2

3.2.1

3.2.2

3.2.3

Before installing the cross -platform YubiKey Personalization Tool, the
following pre -requisites need tobem et:

System Requirements

The cross -platform  YubiKey Personalization Tool is available for Windows,
Linux and MAC OS X platform s. The cross -platform tool has  the following
system requirements on each platform:

Windows Platform

The YubiKey Personalization Tool is designed to run on all Microsoft
Windows Win 32 and 64 bit envir onments from Windows XP and onwards.

Linux Platform

The YubiKey Personalization Tool can run on any Linux based system. The
Graphical User Interface is requ ired for running the application.

MAC OS X Platform

The YubiKey Personalization Tool is available for the Intel based MAC OS
X.

Random numbers

Windows Platform

Where ver random number generation is used in the application, the
random values are generated using the Win32 Crypto API function
CryptGenRandom, which shoul d satisfy most needs. There is no special
seeding or additional obfuscation added.

Linux Platform

Where ver random number generation is used in the application, the
random values are generated using any one of /dev/srandom,
/dev/urandom or /dev/random devic es. First the application tries to open
and read random bytes from the "/dev/srandom" device. If the device is

not found or random bytes cannot be read, then it tries to achieve the

same thing with the next device i.e. "/dev/urandom” and so on

MAC OS X Platform

Where ver random number generation is used in the application, the

random values are generated using any one of /dev/srandom,
/dev/urandom or /dev/random devices . First the application tries to open
and read random bytes from the "/dev/srandom" devi ce. If the device is

not found or random bytes cannot be read, then it tries to achieve the
same thing with the next device i.e. "/dev/urandom” and so on
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3.3 Security and cryptographic practices

The user must be aware of the appropriate security

and cryptogr aphic

practices needed to maintain the integrity of the generated configurations.

There is absolutely fino bl ac

k magico with

but because cryptographically sensitive information is handled and

potentially read from and/or stored on persistent local
aspects need to be fully understood.
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4 Installation

Please follow the steps below to install the cross -platform YubiKey
Personalization Tool for Windows, Linux and MAC platform S
4.1 Downloading the  cro ss-platform YubiKey

Personalization Tool

Please download the latest YubiKey Personalization Tool for your platform
from the link below

http://www.yubico.com/personalization -tool

4.2 Installing the  application

The YubiKey Personalization Tool is a stand -alone application that runs
without any other dependencies. This means that the application file alone
can simply be copied to a second computer without running the instal ler.

4.2.1 Windows Platform
1) Download the Cross-Platform Personalization tool for Windows

2) Doubl e click on t h é’ubiketyo Wardomabzdtiend Tooii
Installer -win signed.msi 6 f i | e

3) The setup wizard will start as shown in the image below:

i YubiKey Personalization, Tool

Welcome to the YubiKey Personalization Tool W LIDICO
Setup Wizard

The ingtaller will guide you thiough the steps required to ingtall Yubikey Perzonalization Tool on pour
camputer.

Wi RMING: Thiz computer program iz protected by copynght law and intermational treaties.
Unautharized duplication or dizstibution aof thiz program, or any partion af it may rezult in severe civil
or criminal penalties, and will be prozecuted to the masimum extent possible under the law.

Cancel

Clickon t he ANexto button

4) Select the desired installation folder. By default, the tool will be
installed i n t he AiProgram Fileso directory

partition
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i YubiKey Personalization, Tool

Select Installation Folder yu biCO

The inztaller will inztal vubik.ey Personalization Taal ta the fallawing folder.

Toinstall in this folder, click "Mest". Tonstall to a different folder. enter it below ar click "Browse".

Folder:
C:\Program Files\vubicoyubil ey Perzonalization T ool [ Browse. .. ]

| DiskCost. |

Ingtall vYubik.ey Personalization Toal far yourself, or for angone who uzes this computer:

i) Everyone
) Just me
Cancel ] [ < Back ] | Mt
Click on the fAiNexto button
5 At the AConfirm Installationd screen

i YubiKey Personalization Tool

Confirm Installation yu bico

The inztaller iz ready to install Yubik.ey Perzonalization Tool on pour computer.

Click "Mext" to gtart the installation.

Cancel ] [ < Back ] | Mext >

6) The installation of the YubiKey Personalization Tool will begin
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e YubiKey Personalization Tool

Installing YubiKey Personalization Tool yu b i CO

Yubik.ep Personalization T ool is being installed.

Fleaze wait...

< Back Mewt »

7) Once, the installation is complete click

& Y ubiKey Personalization Tool

Installation Complete yu bico

'ubik.ey Personalization Tool has been successfully installed.

Click "Cloze" to exit.

Cancel < Back

8) You can start the YubiKey Personalization Tool from start A Al

Programs A Yubico A YubiKey Personalization Tool A YubiKey
Personalization Tool

fi vubico Personalization Tool P| . yubikey Personalization Tool
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4.2.2 Linux Platform
1. Download the Cross-Platform Personali zation tool for Linux

2. Open the command shell

3. Extract the YubiKey Personalization Tool files by executing the
following command:

#tar -xvzf "YubiKey Personalization Tool Installer -lin.tgz"
This will extract the files under the Yubico folder

4. Run the YubiKey Personalization Tool by executing the following
command:

# sudo sh "Yubico/YubiKey \ Personalization \ Tool.sh"

4.2.3 MAC OS X Platform
1) Download the Cross-Platform Personali zation tool for Mac OS X (Intel)

2) Doubl e <c | i c Xubikey Petsdnalization Tool Installer -mac.dmg 0
file

® Finder File Edit View Go Window Help

YubiKey
Personali... mac.dmg

3) This will mount the content of the  YubiKey Personalization Tool dmg
package as a file storage disk and will open the content of the
mounted disk in  a file browser
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® Finder File Edit View Go Window Help

YubiKey YubiKey
Personali... mac.dmg Personali...Tool 3.0.1

(o NaNG) |_| YubiKey Personalization Tool 3.0.1 [}
F.d 1 of 1 selected, 14.9 MEB available O

YubiKey Personalization
Tool

| YubiKey Personalization Tool 3.0.1 » 9, YubiKey Personalization Tool Y

4) Double click on the YubiKey Personalization Tool. This will open the
YubiKey Personalization Tool
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Yubico OTP OATH-HOTP  Static Password Challenge-Response  Settings Tools About  Exit

Mo YubiKey inserted

The Swiss Army Knife for the YubiKey

Firmware Version:
Personalize your YubiKey in:

N/A
=p Yuhico OTP Mode
- ¥ Serial Number )
_ Dec: N/A
= Static Password Mode
Hex: N/A
=p Challenge-Response Mode Modhex: N/A

If you have any questions or suggestions, please send an email to  SURDOrt@yubico.com
Features Supported

Yubico OTP M/A
2 Configurations M/A
OATH-HOTP N/A
Application Version: 3.0.1 Static Password M/A
Build Timestamp: Jul 6 2011 11:44:17 Scan Code Mode  N/A

Challenge-Response  M/A

Copyright @ 2011 Yubico. All Rights Reserved.

yubico

the key to the cloud
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5 Using the application

The cross-platform  YubiKey Personalization Tool provides the same
functionality and user interface on Windows, L inux and MAC platform  s.

In this guide  we are using the cross platform YubiKey Personalization Tool
on Windows platform  but the functionality is the same on all platforms

The function ality provided by the  YubiKey Pers onalization Tool is explained
in detail in the following sections .

5.1 Common Tasks and settings
You can use the YubiKey Personalization Tool to carry out some common
tasks like findin g out the YubiKey firmware information and other details
Also, there are setting s which apply to all the tasks. These tasks and

settings are described below:

5.1.1 Getting the YubiKey Firmware version

To get the YubiKey Firmware version, serial number of the Yu biKey and
the features available in the YubiKey, follow the steps below:

1) Start the YubiKey Personalization Tool

)] YubiKey Personalization Tool E”Elgl
Yubico OTP  OQATH-HOTP  Static Password Challenge-Response  Settings Tools  About Exit

No YubiKey inserted

The Swiss Army Knife for the YubiKey

Firmware Yersion:
Personalize your YubiKey in: oy
=y Yubico OTP Maode

Serial Number
= OATH-HOTR Mode

Dec: NiA
= Static Passwiord Mode

Hex: NAA
=p Challenge-Response Mode Modhex: N/A

If you have any questions or suggestions, please send an email to  support@yubico.com
Features Supported

‘fubico OTP HAA
2 Configurations [VFE
OATH-HOTP /A
application Version: 3.0.1 Static Password N/A
Build Timestamp: Jul & 2011 10:28:5% scan Code Mode W74

Challenge-Response N/A

Copyright @ 2011 Yubica. All Rights Reserved.

2) Insert the YubiKey into a USB port

3) The YubiKey related information will be displayed on the right hand
side of the tool as highlighted in the image below:
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ey Personalization Tool

Yubico OTP  OATH-HOTP  Static Password Challenge-Response  Settings Tools  About Exit

YubiKey is inserted

The Swiss Army Knife for the YubiKey

Firmware ¥Yersion:

Personalize your YubiKey in: 2.2.9

= Yubico OTP Mode

Serial Number

= DATH-HOTP Mode

Dec: 1234 0
=iy Static Password Mode

Hex:  D4d2 (]
wmp  Challenge-Response Maode Modhex: cftd E

If you have any questions or suggestions, please send an email to  support@yubico.com
Features Supported
“fubico OTP R4
2 Configurations s
OATH-HOTP L4
Application Wersion: 3.0.1 Static Password b
Build Timestamp: Jul & 2011 10:28:53 Sean Code Mode L4

L4

Challenge-Response

Copyright @ 2011 Yubico, All Rights Reserved.

yu_lg_ico

5.1.2 Settings

Thesettings avail abl e wunder comrhoaand Sapplitablen gs 6 t ab
for all configuration modes.

. Y ubiKey Personalization Tool

Yubico OTP  OATH-HOTP  Static Password Challenge-Response |Settings| Tools  about Exit

YubiKey is inserted

Settings

General Settings
Use and enforce customer prefix (Decimal) D

Dutput Settings

Output Format @-
Firmware Yersion:
[[Tab ] puico [ Tab | ow [ Enter ] 223
Dutput Speed Throttling @-
Serial Number
Output Character Rate Standard A
Dec: 1234 a
[] add a short delay befare sending OTP part [] &dd a short delay after sending OTP part
Hex:  04d2 (]
Modhex: cftd
Serial # Yisibility Settings (YubiKey 2.2} -@- Static Password Setttings ﬂ
utton at startup [] Enable manual update using the button (Yubikey 2}
Features Supported
USE descriptar ee
API call ‘fubico OTP 7
2 Configurations s
Logging Settings OATH-HOTP vl
Static Password L4
Log configuration output
Scan Code Mode L4
Lag Output File Ci/Documents and Settings/Nitin_Patil/configuration_log.csv ‘ [ Browse Challenge-Response  +
Actions

Press Save to save your settings

Save ] [ Cancel ] [ Restore Defaults

yubico

The settings are described below:
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1) General Settings

Use and enforce customer prefix (Decimal): This is not common buti f
your organization has been provided with a customer prefix by Yubico ,
enter it here in decimal format and all public identities when you
program YubiKeys  will have this customer prefix enforced . If no

custome r prefix is entered  a default prefix will be used.
2) Output Settings

a) Output Format: Output Format specifies how the OTP will be
emitted from the YubiKey.

| f t he f i butdn if resded (highlighted when activated) ,

then the first character emitted fr om the YubiKey will be a TAB,
typically used to move the cursor to the next input field
| f t he bitdna bebween Public ID and OTP is pressed, then in

order to separate the fixed (public identity) part and the OTP part,
a TAB can be inserted to move th e cursor to the next input field

| f t h e bidttdora after OTP is pressed, then a final TAB will be
sent after the OTP part, typically used to move the cursor to the
next input field after the password.

I f t he fibEtiort eig pressed, then an ENTER as t he final
keystroke will be sent , typically used to trigger a default (OK)
button or to complete input from a command prompt.

Un-pressing (button not highlighted)  these buttons will  cause the
corresponding Tab or Enter button not to be active

b) Output Speed Throttling: Normally, the USB host polls the IN
interrupt endpoint at the rate it can receive characters. The default
poll rate is 10 ms which means that Yubikey will output characters
at a full speed, a key entry is sent every 10ms. Each complete

keystroke represents a key -down and a key -up cycle, which means
that about 50 characters per second can be output.

If there are issues with lost characters due to a too high character
output rate, the output can be slowed down. This can be needed on
slow or busy computers/servers.

There are four speed options:

i) Standard: If Standard is selected, then no delay will be
added
ii) Slow down by 20 ms : This selection adds a 20 ms additional

delay for each keystroke (10 a t down and 10 at up). Given a
default endpoint poll rate of 10 ms, this throttles the rate to
about 25 characters per second.

iii) Slow down by 40 ms: To further slow down the output, an
additional 40 ms delay  will be added.

iv) Slow down by 60 ms: To further s low down the output, an
additional 60 ms delay will be added.

Add a short delay before sending the OTP part:

If there is some parsing - or GUI rendering delay for a particular
application, an additional 500 ms delay can be inserted before
sending the OT P.
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Add a short delay after sending the OTP part:

If there is some parsing - or GUI rendering delay for a particular
application, an additional 500 ms delay can be inserted after the
OTP has been sent.

3) Serial # Visibility Settings

Introduced with Yubikey 2 .2, a non -alterable, factory programmed
unigue serial number is included. The serial number has no direct link
to the public identities configured. The configuration bits are logically

ORed between the two configurations so if a bit is set in at least one of
the configurations 1 or 2, that specific serial number feature is
enabled.

It has three options:

i)  Button at startup : Checking this option allows the serial number to
be read at device power up. Simply hold the  YubiKey button while
inserting the  YubiKey in the USB port. Then release the button
after one second and within 5 seconds. The serial number is

outputted as keystrokes so keep a text editor or something similar
open while performing this action so that you can capture the
information

i) USB descriptor : Checking this option makes the device serial
number visible in the serial number field in the USB device
descriptor. Please note that the device must be removed and
reinserted after this bit is set in order for the operating system to
recognize the updat ed device descriptor.

iii) API call : Checking this option allows the device serial number to
be read via a client -side application via a software interface, such
as the YubiKey Client API.

4) Static Password Settings
Allow the user to manually update using button

This function can be used with legacy password systems where the

user can update the device secret ID part by holding the YubiKey
button for 8 - 15 seconds and then release it. The YubiKey LED then
flashes and a single press confirms the update. When pres sed, the

secret ID part is updated with a new random number and the new
static password is outputted automatically.

5) Logging Settings

I n ALogging Settingsbo, you can speci fy w h
parameters used for programming the YubiKey in a log file. Se lecting
the ALog conf i g u wikénabke noggmg ¥quwcdndstore the
log file anywhere on the system. Browse to your desired location. The
log output file will be in .csv format.
6) Actions
I n AActionsoO, y 0 uselectach seftimgy er yoh ecan select

restore to default.
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5.1.3 Tools

The T ools option provides a

simple dAcal cul

between different numeric representation formats

. YubiKey Personalization Tool

atoro t

o

Yubico OTP  OATH-HOTP  Static Password Challenge-Response  Settings Tools  About Exit
YubiKey is inserted
Number Converter

Hexadecimnal (0 chars) | | Copy

Modhex {0 chars) | | Copy

Decimal |D | Copy

Firmware Yersion:
Actions 2.2.9
Convert | [ Reset |

Serial Number

Dec: 1234 O
Hex:  04d2 0
Modhe:x: cftd ﬂ

Features Supported

Yubico OTP o
2 Configurations o
OATH-HOTP o
Static Password o
Scan Code Mode ¥
Challenge-Response o
1) Hexadecimal This field shows and accepts only packed (non
delimited) hexadecimal strings
2) Modhe x: This field shows and accepts only packed (non -delimited)
Modhex strings
3) Decimal : This field uses the first four bytes to represent a 32 -bit
unsigned long integer (DWORD). Byte ordering can either be Little
Endian (LSB leftmost) or Big Endian (MSB leftmo st)
5.1.4 Getting help
If you want more help about any settings/ terminology used in the
o

YubiKey Personalization Tool, then you can click on the help button

next to that settings/ terminology
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yubico

trust the net

5.2

You can configure the Y

Creating a Yubico OTP configuration

ubiKey to emit the standard Yubico OTP of 44

characters . There are two

standard Yu

5.2.1 Quick Option

You <can

To
1)

configur

)] YubiKey Personalization Tool

Yubico OTP OATH-HOTP

bi

e

options available to configure the YubiKey in

co

us @ ctkhbe oMm@u on
the AES Key to the online Yubico OTP validation server

t he

Static Password

Challenge-Response

OTP mode,
Both the options are explained below:

Yubi Key

Start the YubiKey Personalization Tool

to

Settings

on

qui

usi

Tools

e i

c k1

ng

About

s AQuicko

y conf

AQui cko

E[EES)

Exit

The Swiss Army Knife for the YubiKey

= Yubico OTP Mode
OATH-HOTR Mode

e
=
-

Personalize your Yubikey in:

Static Password Mode

Challenge-Responze Made

If you have any questions or suggestions, please send an email to  sUpport@yubico.com

Application Yersion: 3.0.1

Build Tirmestarnp: Jul 6 2011 10:28:59

Firmware ¥ersion:
M8

Dec:
Hex:

Modhex: N/&

“ubico OTP MFA
2 Configurations MR
OATH-HOTP NAA
Static Passwaord ]
Scan Code Mode i)

Copyright @ 2011 Yubicao. All Rights Reserved,

yubico

No YubiKey inserted

serial Number

Features Supported

Challange-Respanse N/

MN/A

M/A

2) Click on

the image below:

ei

t her ol Yudbdiiccoo QOITPP OMo d e O

as
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= YubiKey Personalization Tool

Yubico OTP] OATH-HOTP  Static Password Challenge-Response  Settings Tools  About

Exit

The Swiss Army Knife for the YubiKey

Personalize your YubiKey in:

= Yubico OTP Mode

=P OATH-HOTP Mode
mp  Static Password Mode

=  Challenge-Response Mode

If you have any questions or suggestions, please send an email to  support@yubico.com

Application Wersion: 3.0.1

Build Timestamp: Jul 6 2011 10:28:59

Copyright @ 2011 Yubico. all Rights Reserved.

No YubiKey inserted

Firmware Yersion:
NiA

serial Number

Dec: N/A
Hex: /A
Modhe:x: N/A

Features Supported

Yubica OTP N/
2 Configurations N/A
OATH-HOTP M/A
Static Passwaord M/A

Scan Code Mode N/
Challenge-Response N/A

yub_ico

3) Now, <click on AQuickod button

. YubiKey Personalization Tool

Yubico OTP  OATH-HOTP  Static Password Challenge-Response  Settings Tools  About

as highlighted

Exit

Program in Yubico OTP mode

Quicky program a Yubikey for use with Tubico Validation Server

Allows you to program one or more YubiKeys with greater control aver the canfiguration values

No YubiKey inserted

Firmware Yersion:
i

Serial Number

Dec: M7A
Hex: N/A
Modhe:x: N/&

Features Supported

Yubica OTP M/
z Configurations  H/A
QATH-HOTP M/A
Static Password N/

Scan Code Mode M7A
Challenge-Response M/A

yubico

4) Insert the YubiKey intothe USB port

5  From the AConfiguration Sl oto

select the app

6) The AYubico OTP Hliehe auto@enerated.olf you want to

regenerate the parameters cl

ck on fARegener a
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Cross -platform YubiKey Personalizatio n Tool

ICO

trust the net

u

. YubiKey Personalization Tool

Yubico OTP OATH-HOTP  Static Password Challenge-Response  Settings  Tools

About Exit

Program in Yubico OTP mode - Quick

Configuration Slot

Eelect the configuration slot to be programmed

(® Configuration Slot 1 ) configuration Slot 2

Yubico OTP Parameters {auto generated)

Public Identity {6 bytes Modhex)
Hide values

|vv kb ve icil ij ‘

Private Identity (& bytes Hex) |ou

Secret Key (16 bytes Hex) [ |

Actions

Press Write Configuration button to program your Tubikey's selected configuration slot

Write Configuration

Upload to Yubico

=

9 Firmware Yersion:
2.2.9

L2 .

@ Serial Number
Dec: 1234 a
Hex:  D4d2 O
Modhe:x: oftd ﬂ

YubiKey is inserted

Features Supported
Yubico OTP L4
7 Configurations 4
QATH-HOTP 4
Static Password L4
Scan Code Mode 4

4

Challenge-Response

yu_‘bl‘ico

7) Now, from AActionso click
reprogram the YubiKey in standard Yubico OTP mode.

. YubiKey Personalization Tool

Yubico OTP OATH-HOTP  Static Password Challenge-Response  Settings  Tools

About Exit

|¢ Yubikey (Public ID: wvkbveicili]) has been successfully configured |
Program in Yubico OTP mode - Quick

Configuration Slot

Select the configuration slot to be programmed

() configuration Slot 1 > configuration Slot 2

Yubico OTP Parameters {auto generated)

Public Identity (6 bytes Modhex)
Hide values

[wv kb ve icilij |

Private Identity (6 bytes Hex) ‘cc..cc.o.o.oc..oc ‘

Secret Key (16 bytes Hex) [ |

Actions

Press Write Configuration button to program your Yubikey's selected configuration slot

Write Configuration ] I Upload to Yubico I [ Regenerate ] [ Back

@ Firmware Yersion:
2.2.9
Serial Number
Dec: 1234 a
Hex:  04d2 (]
Modhex; cftd D

YubiKey is inserted

Features Supported
“Tubico OTP L4
z Configurations Pl
OATH-HOTP o
Static Password 4
Scan Code Mode 4
"l

Challenge-Response

yubico

8) Now, click on

i Up | o ard This will opentainewdnderndt ut t o

browser window and will redirect automatically to the Yubico AES Key
upload page. This will also populate the corresponding fields on the

© Yubico AB 2011 Version:
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yubico

Cross -platform  YubiKey Personalizatio n Tool trust the net

AES Key upload page with the values used for reprogramming of the
YubiKey

. YubiKey Personalization Tool

Yubico OTP  OATH-HOTP  Static Password GChallenge-Response  Settings  Tools  About Exit

YubiKey is inserted
Program in Yubico OTP mode - Quick

configuration slot

Select the configuration slot to be programmed

@ Configuration Slot 1 O Configuration Slot 2 @

Yubico OTP Parameters (auto generated)

Public Identity (& bytes Madhex) [vv kb ve icil ij | @ | Firmware Yersion:
Hide values 229
Private Identity (5 bytes Hex) [essasasensasasens | @
_ Serial Number

Secret Key (16 bytes Hex) [ | @

Dec: 1234 a
ACtiChE Hex:  D4d2 0
Press IWrite Configuration button to program your Yubikey's selected configuration slot Modhes: cftd ]

[ Write Configuration ] [ Upload to Yubico l [ Regenerate l [ Back

Features Supported
Tubico OTP v
2 Canfigurations v
OATH-HOTP M
Static Password v
Scan Code Mode v
v

Challenge-Response

yubico

the key to the cloud

yubico

trust the net

Yubico AES Key Upload

Please enter information about your newly personalized Yubikey,

Please note: It takes 15 minutes for an uploaded identity to become valid on our validation
serviers. Please wait 15-20 minutes before testing an uploaded identity.

Your e-mail address: |

Serial number: |1234
Internal identity: |5091?d60d8?b
AES Key: |'IEEdEEEEdSﬂdbEhSCSE?'ISﬁdHEZ

|
|
Yuhikey prefix: |thvei:i\ij |
|
|
|

OTP from the Yubikey: |

goolysi 185

Type the two words:

L1

[ Upload AES key |

=
o [ weCAPTCHA
2]

Provide email address and tab to the OTP from Yubikey filed and press
the YubiKey button . Finallye nt er t he captcha and click
keydo button.

This will upload the AES Key to the Yubico OTP validation server.
Please no te that, the AES Key upload functionality takes some time to
update all the corresponding databases so wait for 10 -15 minutes
before you try to validate the OTPs with the online Yubico OTP

© Yubico AB 2011 Version: Cross_Platform_Yubikey Personalization_Tool_User_Guide_V4_Final.Doc Page 23 of 59



Cross -platform  YubiKey Personalizatio n Tool

yubico

trust the net

validation server using link http://demo.yubico.com/php

yubico/one_factor.php

5.2.2 Advanced Option

To program the YubiKey using your own parameters to the standard

Yubico OTP mode, you can wuse the

To program the Yubi Key i nllof thastepsaos:d 0

1) Start the YubiKey Personalization Tool

. YubiKey Personalization Tool

Yubico OTP  OATH-HOTP  Static Password Challenge-Response  Settings Tools  About

Exit

The Swiss Army Knife for the YubiKey

Personalize your YubiKey in:
= Yubico OTP Mode
QATH-HOTP Mode

Static Password Mode

¥4

Challenge-Responze Mode

If you have any questions or suggestions, please send an email to  support@yubico.com

Application Yersion: 3.0.1

Build Tirmestamp: Jul & 2011 10:26:59

Copyright @ 2011 Yubico. all Rights Reserved,

No YubiKey inserted

Firmware Yersion:
M7A

Serial Number

Dect /A
Hex: M7A
Modhex: N/A

Features Supported

Yubico OTP ]
7 Configurations 1)
OATH-HOTP MFA
Static Passwaord N8

Scan Code Mode i)
Challenge-Response N/

yubico

2) Click on either AYubico OTPO
the image below:

or AYubi
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http://demo.yubico.com/php-yubico/one_factor.php
http://demo.yubico.com/php-yubico/one_factor.php

Cross -platform  YubiKey Personalizatio n Tool

u

ICO

trust the net

= YubiKey Personalization Tool

Yubico OTP] OATH-HOTP  Static Password Challenge-Response  Settings  Tools

About

Exit

The Swiss Army Knife for the YubiKey

Personalize your YubiKey in:

= Yubico OTP Mode

=P OATH-HOTP Mode
mp  Static Password Mode

=  Challenge-Response Mode

If you have any questions or suggestions, please send an email to  support@yubico.com

Application Wersion: 3.0.1

Build Timestamp: Jul 6 2011 10:28:59

Copyright @ 2011 Yubico. all Rights Reserved.

No YubiKey inserted

Firmware Yersion:
NiA

serial Number

Dec: N/A
Hex: /A
Modhe:x: N/A

Features Supported

Yubica OTP N/
2 Configurations N/A
OATH-HOTP M/A
Static Passwaord M/A

Scan Code Mode N/
Challenge-Response N/A

yu_b_ico

3) Insert the YubiKey to the USB port

4 Now, click on AAdvancedo button as highlight

. YubiKey Personalization Tool

Yubico OTP OATH-HOTP  Static Password Challenge-Response  Settings  Tools

About

£

Exit

Program in Yubico OTP mode

Quicky program a Yubikey for use with Yubico Validation Server

Allows you to program one or more YubiKeys with greater control over the configuration values

YubiKey is inserted

Firmware Yersion:
2.2.9

Serial Number

Dec: 1234 (]

Hex:  0dd2 0
]

Modhex: cftd

Features Supported
“ubico OTP T
2 Configurations 4
QOATH-HOTP 4
Static Password s
Sean Code Mode o
o

Challenge-Response

yubico

5" From t he fAConfiguration Sl ot

Y

o]

sel ect t he

6) | f you want to program multiple Yubi

Mul ti ple Yubi Keyso option
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7y 1f the Program Multiple YubyoKeny specifyadfpt i on i s
you want to automati  cally program the YubiKeys when inserted or you
want t o click on t he AWrite Configurati on:¢
program a new YubiKey . Also, you can specify how the parameters
used for programming the YubiKeys will be generated. There are two
options:

)] YubiKey Personalization Tool

Yubico OTP OATH-HOTP Static Password  Challenge-Response  Settings  Tools About Exit

YubiKey is inserted

Program in Yubico OTP mode - Advanced

Configuration Slot

Select the configuration slot ta be programmed

O Configuration Slot 1 O Configuration Slot 2

Program Multiple Yubikeys Configuration Protection (6 bytes Hex) @

Autornatically program Yubikeys when inserted vubikey(s) protected - Change access code v Firmware Yersion:
Fararneter Generation Scheme L7 Current Access Code 00 00 00 00 00 00 229

Increment Identities; Randomize Secret ' New Access Code 00 00 00 00 00 00
pp— Serial Number

Increment Identities; Randomize Secre
Randomize all parameters |

Dec: 1234 ]
Public Identity (1-16 bytes Modhex) [ef re t tr rf co @ | Hex: n4dz 0
Public Identity Length 6 [3] (6 bytes is default length as required by ubico OTP validation server) Madhex: oftd 0

Private Identity (& bytes Hex) 53 al b9 fi ec f7 (7]
Secret Key (16 bytes Hex) cZ 94 93 be a7 57 36 36 06 03 ab 0Ob 3e 14 42 &d 7] Features Supported

) “fubico OTP
Actions 2 Configurations
OATH-HOTP

'
L'y
"4
L'
'

Press Write Configuration button to program wour Tubikey's selected configuration slot

Scan Code Made

Results Challenge-Response
# Public Identity (Modhex) = Status Timestamp
i) In creme nt Identities; Randomize Secret
i) Randomized all parameters

Select the appropriate option. For more information, please click on

the help button 9 .

8) To protect against unauthorized update of a specific configuration, a
configuration protection password ¢ an be added. Then, in order to
update or remove this configuration, the corresponding configuration
protection password must be used, otherwise the request is rejected.

I'n the fAConf i gur asdctom yol cao specidytifiyaunvant
to set the confi guration protection password.

There are five options available:
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()] YubiKey Personalization Tool

Yubico OTP OATH-HOTP  Static Password Challenge-Response  Settings Tools

About

Exit

Program in Yubico OTP mode - Advanced

Configuration Slot
Select the configuration slot to be programmed

) Configuration Slat 1 ) Configuration Slat 2

[] Program Multiple YubiKeys Configuration Protection (6 bytes Hex)

Automatically program Yubikeys when inserted

Parameter Generation Scheme 9

Yubikey(s) protected - Disable pratection
YubiKey(s) protected - Keep it that way
Yubikey(s) protected - Change access code

Increment [dentities; Randomize Secret

Yubico OTP Parameters

Public Identity (1-16 bytes Madhex) |ej re tt tr of of 9
(6 bytes is default length as required by Yubico OTP validation server)
®
_Generate o

Public Identity Length 5 3
Private Identity (6 bytes Hex) 53 a0 b9 1 ec f7

Secret Key (16 bytes Hex) 21 ee 2b &7 b4 84 aa 35 8d 82 3f 02 bd 53 02 c2

Actions

Press Write Configuration button to program your Yubikey's selected configuration slot

Write Configuration Stop Reset
Results
# Public Identity (Modhe:x) Status  Timestamp

YubiKey is inserted

Firmware ¥ersion:
2,29

Serial Number

Deci 1234 O
Hex:  04dz 0
madhex: cftd 0

Features Supported

“fubico OTP o
z Configurations o
QATH-HOTP o
Static Password L4
Scan Code Mode '

Il

Challenge-Response

i) YubiKey(s) unprotected i Keep it that way

i) YubiKey(s) unprotected T Enable protection

iii) YubiKey(s) protected i Disable protection

iv) Key(s) protected 1 Keep it that way

V) YubiKey(s) protected T Change access code

Select the appropriate option. Click on the help button
information.

99 From the AYubi

Private Identity and Secret Key.

co

i) Public Identity: ~ The public identity is the first optio
of the OTP string, used to identify a
in clear text.

o for more

O Tydu chra seleain Puble ridemiity,

nal fixed part

YubiKey . This field is sent

The public identity is optional. If there is no requirement for it,

uncheck the APublic I dentityo

If used, a length between 1 and 16 bytes has to be specifie d.
Any |l ength between 1 and 5 bytes
scoped and wondt create any

length of 6 bytes or more is for use with the Yubico validation
server architecture or for future extensions. A unique customer
prefix can be acquired from Yubico. The customer prefix is set

in the Settings , see section <need to update>

. If a customer

prefix is set in the configuration, a public ID length of 6 bytes is

enforced, where the first three bytes contain the
customer prefix.
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By default, it is randomly generated and set to 6 bytes length.

You can regenerate it by <clic
to it.
For more information, click on the help o button .

ii) Private Identity: The private identity is a secret field, in

as an input parameter in the OTP generation algorithm.

Utilizing the private identity field is optional. If there is no
requirement for it, uncheck the APrianath
will be forced to all zeroes.

king on the

cluded

efield denti tyo

By default, it is randomly genera ted and set to 6 bytes length.

You can regenerate it by <clicking on the
to it.
For more information, click on the help o button.
iii) Secret Key: The secret key is used to encrypt the OTP. By

default, it is randomly generated and set to 128bit length. You
can regenerate it by <clicking on the #fGe
it.
For more information, click on the help o button

10) From t he AActi onso, click on t he AWrite C

configure the YubiKey in standard Yubico OTP mode

If you are programming multiple YubiKeys and have selected the

iAut omatically program Yubi Keys when insert
ti me of programming the first Yubi Key, you n
Configurationo button. Af t er wemades the y ou nee
programmed YubiKey from the USB port and need to insert the new

YubiKey. The new YubiKey will be programmed automatically.

| f the AAutomatically program Yubi Keys when

selected, then you need to click onurtahtei
every time you program a new YubiKey.
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. Y ubiKey Personalization Tool

Yubico OTP OATH-HOTP Static Password  Challenge-Response  Settings  Tools About

Exit

|V Yubikey (Public ID: drbeclnifhef} has been successfully configured
Program in Yubico OTP mode - Advanced

Configuration Slot

Select the configuration slot to be programmed

(%) Configuration Slot 1 ) Configuration Slot 2 @
[] program Multiple Yubikeys Configuration Protection (6 bytes Hex) Q
Automnatically prograrn Yubikeys when inserted [tubiKey(s) unprotected - Keep it that way v

Pararmeter Generation Scheme

‘Incremant Identities; Randomize Secret | Mew Access Code

Yubico OTP Parameters

Public Identity (1-16 bytes Modhex) |dr be ol ni fh ef | [ Generate ] @
(6 bytes is default length as required by Yubico OTP walidation server)
| l Generate ] (7]

| [ Generate ]@

Public Identity Length

Private Identity (6 bytes Hex) |4f a7 6d 73 a7 ea

Secret Key (16 bytes Hex) |c5 b4 4f 06 O 90 23 2a 2b 97 a4 €7 23 9d Sc 02

Actions

Press Write Configuration button to program vour TubiKey's selected configuration slot

Stop

Results
# Public Identity (Modhe:x) Status Timestamp
¥ 1 drbecinifhef Tubikey has been successfully configured 7/21/2011 8:17:33 PM

YubiKey is inserted

Firmware ¥ersion:
229

Serial Number

Dec: 1234 (]
Hex:  D4dz |
Modhex; cftd (]

Features Supported

Yubico OTF 4
2 Configurations o
QATH-HOTP 4
Static Password L4
Scan Code Mode 4
L4

Challenge-Response

5.3 Creating a OATH -HOTP Configuration

The OATH -HOTP configuration allows the
HOTP ecosystem as outlined by the RFC 4226 specification.

The OATH -HOTP functionality is avai

There are two options available to configure the YubiKey in

YubiKey to be used in an OATH

lable from firmware version 2.1

OATH-HOTP

mo d e, one is AQuickod and another is
explained below:
5.3.1 Quick Option
You can use the fAQuicko opt i ovubikeywin @QAGH € k| vy
HOTP mode.
To use the AQuicko mode, follow the steps

1) Start the YubiKey Personalization Tool
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yubico

Cross -platform  YubiKey Personalizatio n Tool trust the net

. YubiKey Personalization Tool

Yubico OTP  OATH-HOTP  Static Password Challenge-Response  Settings Tools  About Extit

No Yubikey inserted

The Swiss Army Knife for the YubiKey

Firmware ¥ersion:
Personalize your YubiKey in: Ty
=p Yubico OTP Mode

Serial Number

= DATH-HOTP Mode
Dec! M7 A
Static Password Mode
- e NAA
= Challenge-Response Mode Modhex: A

If you have any questions or suggestions, please send an email to  support@yuhico.corm
Features Supported

‘fubico OTP NeA

2 Configurstions  M/A

OATH-HOTR A

Application Version: 3.0.1 Static Password N/A
Build Timestamp: Jul 6 2011 10:28:59 Scan Code Mode  N/A&

Challenge-Response N/A

Copyright @ 2011 Yubico. All Rights Reserved.

yubico

2) Click on ei tHhCTrP of A T HAOTR WMdid e as highlighted in
the image below

. YubiKey Personaliza

Yubico OTP 0ATH—HOTP| Static Password  Challenge-Response  Settings  Tools About Exit

No YubikKey inserted

The Swiss Army Knife for the YubiKey

Firmware Yersion:
Personalize your YubiKey in: nAn

= Yubico OTP Mode

Serial Number
=) OATH-HOTP Mode

Dec: [
Static Password Mode
- Hex:  h/A

=p Challenge-Response Mode Madhesx: N/a

If you have any questions or suggestions, please send an email to  support@yubico.com
Features Supported

“rubico OTP i)
2 Configurations MN/A
OATH-HOTP MiA
Application Version: 3.0.1 Static Password MN/A
Build Timestamp: Jul & 2011 10:28:59 Scan Code Mode  N/A

Challange-Responss /A

Copyright © 2011 Yubico. All Rights Resarved.

yubico

3) From the fAProgrhOT HOn noAdTeH c |l i ok ban t ®Qui ck
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Cross -platform YubiKey Personalizatio n Tool

yubico

trust the net

. YubiKey Personalization Tool

Yubico OTP  OATH-HOTP  Static Password Challenge-Response  Settings  Tools

About

Exit

Program in OATH-HOTP mode

Quicky program a Yubikey in OATH-HOTP mode

Allows you to program one or more YubiKeys in OATH-HOTP mode with grester control over the configuration values

No Yubikey inserted

Firmware Yersion:
i)

Serial Number

Dec: N8
Hex: NFA
Modhex: N/A

Features Supported

‘rubico OTP MAA
# Configurations N/A
QATH-HOTP M/A
Static Password AR

Scan Code Mode e
Challenge-Response N/A

yubico

4) Insert the YubiKey in the USB port

5 From the fAiConfiguration SI

)] YubiKey Personalization Tool

Yubico OTP OATH-HOTP  Static Password

ot o

sel ect

Write Configuration ] [ Regenerate ] [ Back

challenge-Response  Settings Tools  About Exit
YubiKey is inserted
Program in OATH-HOTP mode - Quick

Configuration Slot
Select the configuration slot to be programmed
O Configuration Slot 1 O Configuration Slot 2 (7]
OATH-HOTP Parameters {auto generated)
OATH Token Identifier (6 bytes]  ubnu [00 00 12 34 | [ cenerate Mur | @ | Firmwars version:
HOTP Length (=) & Digits ) & Digits (7] 2249
Hide secret

Serial Number
Secret Key (20 bytes Hex) 1 @

Dec: 1234 ]
Achions Hex:  04dz ]
Press Wirite Configuration button to program your Yubikey's selected configuration slot Madhey: oftd D

Features Supported
“rubico OTP o
2 Configurations o
QATH-HOTP L4
Static Password L4
Scan Code Mode L4

4

Challenge-Responss

yu_bico

6) The YubiKey supports the Token Identification Specification as outlined

by openauthentication.org. If enabled, the
output a unique identification string preceding the HOTP.

YubiKey can automatic ally
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7) From the OATH -HOTP Parameters (auto generated), select the OATH
Token Identifier (6 bytes) if you want the YubiKey to output the OATH
Token Identifier

By default, the MUI will be set to the serial number of the YubiKey (if
reading the serial number of the YubiKey is enabled). If you want to
change it, you can click on the fAiGenerate MU
For more information, click on the help @ button .
8) Select the appropriate HOTP Length . For more info  rmation, click on the

help o button .

9) Desel ect the fiHi de secreto, i f you want to
Secret Key will be randomly generated
] YubiKey Personalization Tool EHE\E‘
Yubico OTP  OATH-HOTP  Static Password Challenge-Response  Settings  Tools  About Extit
YubiKey is inserted
Program in OATH-HOTP mode - Quick

Configuration Slot

Select the configuration slot to be programmed

O Configuration Slot 1 O Configuration Slot 2 (7]

OATH-HOTP Parameters {auto generated)

OATH Token Identifier (6 bytes)  ubnu [00 00 12 34 | [_Generate Mur_| @ | Firmware version:

HOTP Length (® & Digits ) & Digits 7] 229

Hide secret
Serial Number

Secret Key (20 bytes Hex) 1 e
Dec: 1234 a

Actions Hex:  04dz (]

Press Write Configuration button to program your Yubikey's selected configuration slot Madhex;: oftd ﬂ

Write Configuration ] I Regenerate I I Back
Features Supported
“rubico OTP 4
2 Configurations o
QATH-HOTP L4
Static Password L4
Scan Code Mode L4
Challenge-Response
10) From t he AActi onso, click on t he AWrite C

program the YubiKey in the OATH -HOTP forma t.

© Yubico AB 2011 Version: Cross_Platform_Yubikey_Personalization_Tool_User_Guide_V4_Final.Doc Page 32 of 59



yubico

Cross -platform  YubiKey Personalizatio n Tool trust the net

)] YubiKey Personalization Tool |ZH:E|

Yubico OTP OATH-HOTP Static Password  Challenge-Response  Settings  Tools About Exit

| + YubikKey (OATH ID: ubnud0001234) has been successfully configured |
Program in OATH-HOTP mode - Quick

YubiKey is inserted

Configuration Slot

Selact the configuration slot to be programmed

(&) Configuration Slot 1 O configuration Slot 2 @

DATH-HOTP Parameters {auto generated)

OATH Token Identifier (6 bytes)  ubnu |00 00 12 34 | [ Generate Mur_| @ | Firmware version:
HOTF Length ® 6 Digits (O 8 Digits @ 2.2.9
Hide secret

Serial Number
Secret Key (20 bytes Hex) I -Q

Dec 1234
Actions

Press Write Configuration button to program your Yubikey's selected configuration slot Modhex;: coftd

]
Hex:  D4dz (]
]

Write Configuration ] I Regenerate I [ Back

Features Supported

ubico OTP
2 Configurations

Static Password

L4
Il
OATH-HOTR o
L4
Scan Code Mode o

L4

Challenge-Response

yubico

5.3.2 Advanced Option

To program the YubiKey using your own and with greater control over
parameters tothe OATH -HOTP mode, you can use the fAAdvan

To program the Yubi Key in AAdvancedo option, f

1) Start the YubiKey Personalizat  ion Tool
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yubico

Cross -platform  YubiKey Personalizatio n Tool trust the net

. YubiKey Personalization Tool

Yubico OTP  OATH-HOTP  Static Password Challenge-Response  Settings Tools  About Extit

No Yubikey inserted

The Swiss Army Knife for the YubiKey

Firmware ¥ersion:
Personalize your YubiKey in: Ty
=p Yubico OTP Mode

Serial Number

= DATH-HOTP Mode
Dec! M7 A
Static Password Mode
- e NAA
= Challenge-Response Mode Modhex: A

If you have any questions or suggestions, please send an email to  support@yuhico.corm
Features Supported

‘fubico OTP NeA
2 Configurstions  M/A
OATH-HOTR A
Application Version: 3.0.1 Static Password N/A
Build Timestamp: Jul 6 2011 10:28:59 Scan Code Mode  N/A&

Challenge-Response N/A

Copyright @ 2011 Yubico. All Rights Reserved.

yubico

2) Click on ei tHhGTrPoin WATHI@AA HMode o as highlight
the image below

ey Personalization Tool

Yubico OTP OATHfHOTF'l Static Password  Challenge-Response  Settings  Tools About Exit

No YubikKey inserted

The Swiss Army Knife for the YubiKey

Firmware Yersion:
Personalize your YubiKey in: N/

= rubico OTP Mode

Serial Number
=p  OATH-HOTP Mode
NéA

Dec:
Static Password Mode
i Hex: [

=p Challenge-Response Mode Modhesx: N/ &

If you have any questions or suggestions, please send an email to  support@yubico.com
Features Supported

‘ubico OTP /A
2 Configurations N/A
QATH-HOTR NFA
Application Version: 3.0,1 Static Password N/A
Build Timestarnp: Jul & 2011 10:28:59 Scan Code Made  N/A

Challenge-Response N/A

Copyright @ 2011 Yubica. All Rights Reserved.

yubico

3) Fr onProgram iNnOATH-HOTPO mode, <click on the AAdvanc
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Cross -platform YubiKey Personalizatio n Tool

yubico

trust the net

Yubico OTP

OATH-HOTP Static Password  Challenge-Response  Settings  Tools

About

Exit

Program in OATH-HOTP mode

Quicky program a YubiKey in OATH-HOTP mode

allows you to program one or more Yubikeys in OATH-HOTP mode with greatsr control over the configuration values

YubiKey is inserted

Firmware Yersion:
2,29

Serial Number

Dec: 1234 0
Hex:  D4dz (]
Modhesx: oftd D

Features Supported
ubico OTP L4
2 Configurations 4
OATH-HOTR o
Static Password 4
Scan Code Mode o
L4

Challenge-Response

yubico

4) Insert the YubiKey in the USB port

~ . . N
5  From the AiConfiguration Sl ot o0,
slot.
YubiKey Personali
Yubico OTP  OATH-HOTP  Static Password Challenge-Response  Settings Tools  About Exit
YubiKey is inserted
Program in OATH-HOTP mode - Advanced
Configuration Slot
Zelect the configuration slat to be programmed
() Configuration Slot 1 ) configuration Slot 2 @
[] Program Multiple Yubikeys Configuration Protection {6 bytes Hex) -g
Autornatically program Yuhikeys when inssrted [vubikcey(s) unprotected - Keep it that way v

Parameter Generation Scheme g Current Access Code

]
L ]

‘Increment Identities; Randomize Secret | Mew Access Code

OATH-HOTP Parameters

OQATH Token Identifier (6 bytes) |AH numeric v| @
OMP (1) + TT (1) + MUI (4] oooooooo | [ Generate Mur |

HOTF Length ) & Digits () & Digits @
Moving Factor Seed |F\xad zero Vl |n | @

Secret Key (20 bytes Hex) | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 a0 00 DDl [ Generate ] g

Actions

Press Write Configuration button to pragram your Yubikey's selected configuration slot

Results
# OQATH Token Identifier = Status  Timestamp

Firmware Yersion:
z.z.3

Serial Number

Dec: 1234 a
Hex:  04d2 a
Modhex: cftd ﬂ

Features Supported
“ubico OTP L4
# Configurations 4
QATH-HOTP 4
Static Password L4
Scan Code Mode 4
4

Challenge-Response

yubico

6) | f you want t o
Mul tiple

program mul ti
Yubi Keyso option

pl e

gsiratibre c t t

Yubi
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7

7

I f the Program Multiple Yubi Keyso opti

you want to automatically program the YubiKeys when inserted or you

on

want t o click on t he AWrite Configurati

program a new YubiKey. Also, you can specify how the parameters
used for programming the YubiKeys will be generated. There are two
options:

i) Increment Identities; Randomize Secret
i) Randomized all par ameters

Select the appropriate option. For more information, please click on

the help o button .

To protect against unauthorized update of a specific configuration, a
configuration protection password can be added. Then, in order to
update or remove this co  nfiguration, the corresponding configuration
protection password must be used, otherwise the request is rejected.

In the AConfiguration Protectiond sect

to set the configuration protection password.

There are five options a  vailable:

)] YubiKey Personalization Tool

Yubico OTP  OATH-HOTP  Static Password cChallenge-Response  Settings  Tools  About Exit

YubiKey is inserted

Program in OATH-HOTP mode - Advanced

Configuration Slot

Select the configuration slot to be programmed

O Configuration Slot 1 O Configuration Slot 2 (7]
Program Multiple YubiKeys Configuration Protection (6 bytes Hex) e
Automatically program Yubikeys when inserted Yubikey(s) unprotected - Keep it that way v Firmware Yersion:
3 o iUk 51 unpr d - Keep it that way 2,29
Parameter Generation Schems d YubiKey(s) unprotected - Enable protection =
N Yubikeyis) protected - Disable protection
Increment Identities; Randomize Secret v YubiKey(s) protected - Keep it that way serial Number
YubiKeyis) protected - Change access code
DOATH-HOTP Parameters Dec: 1234 D
OATH Token Identifier (6 bytes) All numeric . @ Hex:  Dadz 0O
OMP (1) + TT {1} + MUI (4) oo | oo | |oooooo oo Generate MUI Modhex: eftd (]
HOTP Length ® & Digits O & Digits e
Moving Factor Seed Fixed zero ~| |0 e Features Supported
Secret Key (20 bytes Hex) 26 o8 o4 9d 36 9f fd 17 69 7a ad cc 7 d4 98 15 26 06 93 @ “rubico OTP "
2 Configurations o
Actions QATH-HOTP '
Press Write Configuration button to program your Yubikey's selected configuration slot Static Passward L4
Write Configuration Stop Reset Sean Code Mods A4
Challenge-Response o
Results
# OATH Token Identifier Status | Timestamp
i) YubiKey(s) unprotected I Keep it that way:
i) YubiKey(s) unprotected i Enable protection:
iii) YubiKey(s) protected i Disable protection:

iv) Key(s) protected 1 Keep it that way:

v) YubiKey(s) protected i Change access code:
Select the appropriate option. Clic k on the help button @ for more
information.
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8) The YubiKey supports the Token Identification Specification as outlined
by openauthentication.org. If enabled, the YubiKey can automatically
output a unique identification string preceding the HOTP.

9 Fro
| de

m t DATH-HHOT P O Par ameters,
ntifier (6 Bytes)o if you

output the identifier.

10) 1 f

Yubico

the AOATH Token Il dentifier (6 Bytes)o
there are four options available to output the

. YubiKey Personalization Tool

OTP  OATH-HOTP  Static Password Challenge-Response  Settings  Tools  About

OATH Token Identifier

Program in OATH-HOTP mode - Advanced

Configuration Slot

Select the configuration slot to be programmed

O Configuration Slot 1 O Configuration Slot 2 @
Program Multiple YubiKeys Configuration Protection (6 bytes Hex) g
Automatically program TubiKeys when inserted |‘mhw<ay(s) unprotected - Keep it that way v‘

Parameter Generation Scheme @ Current Access Code l:l

‘Increment Identities; Randomize Secret V‘ Mew Access Code l:l

Actions

Results

OMP (1) + TT (1) + MUI (4)

OATH-HOTP Parameters

GATH Token Identifier (6 bytes) Al numeric v @

OMP Madhex, rest numeric
. CA)IIT!;;EXMDdhExJ rest numeric o
Moving Factor Seed < } I (7]
Secret Key (20 bytes Hex) laﬁ o8 o4 9d 36 9 fd 17 69 7a ad cc f7 d4 96 15 26 06 93| l Generate ] g

Press Write Configuration button to pragram your Yubikey's selected configuration slot

Write Configuration Stop Reset

#*

©ATH Token Identifier Status = Timestamp

i)
i)
ii)

iv)

For more information about the OMP, TT and MU,

button

Select

All Numeric

OMP Modhex, rest numeric
OMP + TT Modhex, rest numeric
All Modhex

next to OATH Token Identifier.

the appropriate option.

click on the help

11) Select the H OTP length. For more information, click on the help
button .

12) Sel

ect the appropriate option

there option:

© Yubico AB 2011 Version:

Cross_Platform_Yubikey_Personalization_Tool_User_Guide_V4_Final.Doc

desel ect t he i

dond6t want the
pa
ElE &

Exit

YubiKey is inserted

Firmware ¥ersion:

2.2.9

Serial Number

Dec: 1234 a

Hex:  D4d2 0

Modhex: oftd E

Features Supported

“ubico OTP g

2 Configurations 4

OATH-HOTP o

Static Password s

Scan Code Mode g

Challenge-Response  «
for the fAMovi
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Cross -platform  YubiKey Personalizatio n Tool

yubico

trust the net

13) To generate a random Secret Ke
14) From the Actions field ,

. Y ubiKey Personalization Tool

Yubico OTP OATH-HOTP Static Password  Challenge-Response  Settings  Tools About Exit
YubiKey is inserted
Program in OATH-HOTP mode - Advanced
Configuration Slot
Select the configuration slot to be programmed
(O Configuration Slot 1 ) Configuration Slot 2 @
Program Multiple YubiKeys Configuration Protection (6 bytes Hex) g-
futomatically pragram Yubikeys when inserted [YubiKey(s) unprotected - Keep it that way ¥ | Firmware version:

Paramstsr Generation Schems (7]

‘Incremant Identities; Randomize Secret V|

DATH-HOTP Parameters

Current Access Code

Mew Access Code

]
]

vl @

@.
g.

7 d4 98 15 26 06 93 | l Generate ] 1]

OATH Token Identifier (6 bytes) |AH numeric
OMP (1) + TT (1} + MUI {4) |70 6@ 11 68 | [ Generate MUI ]
HOTP Length ) & Digits 8 Diqits
Mowing Factor Seed Fized zero »
Secret Key (20 bytes Hex) Fixed
Randomize

Actions

Press Write Configuration butten to program your YubikKey's selected canfiguration slot

229

Serial Number

Dec: 1234 (]
Hex:  D4dz |
Modhex; cftd (]

Features Supported

Yubico OTF
2 Configurations
QATH-HOTP

s
4
s
Static Password L4
s
4

write Configuration Stop Reset Scan Code Mode
Challenge-Response
Results
# OATH Token Identifier | Status  Timestamp
bico
the key to the
i) Fixed zero

i) Fixed
ii)

Randomize

For more information, click on the help

wr it
YubiKey will be programmed in OATH

y,cl i ck

@ pitton
on

e on the
-HOTP mode

t he
i Wr i

t e .dben f
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)] YubiKey Personalization Tool

Yubico OTP OATH-HOTP  Static Password Challenge-Response  Settings  Tools

About Exit

|~f Yubikey (OATH ID: 000000000000) has been successfully configured
Program in OATH-HOTP mode - Advanced

Configuration Slot

Selsct the configuration slat to be programmed

YubiKey is inserted

(%) Configuration Slot 1

) Configuration Slot 2

[] Program Multiple Yubikeys

Automatically program ubiKeys when inserted

HOTP Length
Moving Factor Seed Fixed zero

Secret Key (20 bytes Hex)

Actions

Write Configuration Stop

Results

# OATH Token Identifier Status
¥ 1 000000000000

Configuration Protection {6 bytes Hex)

Tubikeyi(s) unprotected - Keep it that way

Parameter Generation Scheme 7] Current Access Code

Inerement [dentities; Randomize Secret New Access Code

OATH-HOTP Parameters

OATH Token Identifier (6 bytes) all numeric v
OMP (1) + TT (1) + MU (4) o0 | |00 | |00 o000 o Generate MUI

@ & Digits ) & Digits

~ o

cB ae 3a 65 ac da 15 4b 76 07 3 47 fi 76 7b c6 fd 34 &¢ 9

Press Write Configuration button to program your Tubikey's selected configuration slot

Tirestamp

Yubikey has been successfully configured 7/22/2011 2:06:45 PM

@

Firmware Yersion:
2.2.9

Serial Number

Dec: 1234 a
@ Hex:  04d2 a

Madhe:x: oftd ﬂ
L
9 Features Supported

Yubico OTP L4
2 Configurations '
OATH-HOTR 4
Static Password g
Scan Code Mode L4
Challenge-Response

5.4

The static mode i

Create a static configuration (

s provided

password. There are two options for password configuration

and Advanced.

Both the options are explained below:

5.4.1 Scan code

Static Password)

doremeaberidhard
T Scan code

The scan code mode provides a mechanism to generate a string based on
any arbitrary keyboard scan code.
incompatibilities if different national keyboard layouts are used as the

Please note, t his mode may create

mapping varies between countries.

It is therefore

recommended to

primarily be used on the same keyboard layouts
computer. The scan code functi onality is available for
YubiKey 2.2 adds support for up to 38 characters
characters in 2.0 and 2.1)

To program the YubiKey in the Scan code mode follow the step

1) Start the YubiKey Personalization Tool

© Yubico AB 2011 Version: Cross_Platform_Yubikey_Personalization_Tool_User_Guide_V4_Final.Doc
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Cross -platform  YubiKey Personalizatio n Tool

yubico

trust the net

. YubiKey Personalization Tool

Yubico OTP  OATH-HOTP  Static Password Challenge-Response  Settings  Tools

About Exit

The Swiss Army Knife for the YubiKey

Personalize your YubiKey in:

= Yubico OTP Mode
= DATH-HOTP Mode
= Static Password Mode
=

Challenge-Response Mode

If you have any questions or suggestions, please send an email to  support@yuhico.corm

Application Version: 3.0.1

Build Timestamp: Jul 6 2011 10:28:59

Copyright @ 2011 Yubico. All Rights Reserved.

No Yubikey inserted

Firmware Yersion:
i)

Serial Number

Dec: N8
Hex: NFA
Modhex: N/A

Features Supported

‘rubico OTP MAA
# Configurations N/A
QATH-HOTP M/A
Static Password AR

Scan Code Mode e
Challenge-Response N/A

yubico

2) Insert the YubiKey
3) Click

in the USB port

on Statict Rassword fid

o IStatidi Password Modeo as
highlighted in the image below
. YubiKey Personalization Tool
Yubico OTP  OATH-HOTP |[Static Password| Challenge-Response  Settings Tools  About Extit
YubiKey is inserted
The Swiss Army Knife for the YubiKey
Firmware Yersion:
Personalize your YubiKey in: 2.9
= Yubico OTP Mode
Serial Number
= OATH-HOTP Mode
Dec: 1234 a
Static P d Mod
= atic Password Mode e 4d2 ol
= Challenge-Response Mode Modhex: cftd Ij
If you have any questions or suggestions, please send an email to  support@yuhico.corm
Features Supported
Tubico OTP L4
# Configurations '
QATH-HOTP L'd
Application Version: 3.0.1 Static Password o
Build Timestamp: Jul & 2011 10:28:59 Scan Code Mode L4
Challenge-Respanse  «
Copyright @ 2011 Yubico. All Rights Reserved,
bico
the key to the clo
4) From fiProgram in Static Password modeo,
button

© Yubico AB 2011 Version: Cross_Platform_Yubikey_Personalization_Tool_User_Guide_V4_Final.Doc
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Cross -platform YubiKey Personalizatio n Tool

yubico

trust the net

Yubico OTP

OATH-HOTP Static Password  Challenge-Response  Settings  Tools

About

Exit

Program in Static Password mode

Quicky program a YubikKey to emit yvour desired static password

allows you to program ane or mare Yubikeys ta emit long, "hard to guess and remsmber" static passwords

YubiKey is inserted

Firmware Yersion:
2,29

Serial Number

Dec: 1234 0

Hex:  D4dz (]
]

Modhex; oftd

Features Supported
ubico OTP L4
2 Configurations 4
OATH-HOTR o
Static Password 4
Scan Code Mode o
L4

Challenge-Response

yubico

Current Access Code

]
1

Password @

Mew Access Code

[] Hide Passward

Password Length o (Max, 38 chars for YubiKey 2.2 and 16 chars for 2.0 and 2.1)

Password ‘ ‘

Insert Tab Clear

If“'g Itis strongly recommended to create a backup Yubikey with same password in case original Tubikey is lost/broken

Actions

Press Write Configuration button to program your Yubikey's selected configuration slot

Write Configuration Stop Resat
Results
# Password Length = Status | Timestamp

Yubico OTP  OATH-HOTP  Static Password challenge-Response  Settings Tools  About Exit
YubiKey is inserted
Program in Static Password mode - Scan Code

Configuration Slot
Select the configuration slot to be programmed
O Configuration Slot 1 O Configuration Slot 2 (7]
[] Program Multiple YubiKeys Configuration Protection (6 bytes Hex)

Automatically program Yubikeys when inserted Yubikey(s) unpratected - Keep it that way v]

Firmware Yersion:
229

serial Number

Deci 1234 ]
Hex:  04dz o
Modhex: cftd D

Features Supported

ubico OTP o
2 Configurations o
QATH-HOTP 4
Static Password L4
Scan Code Mode 4

o

Challenge-Response

yu_bico

6) | f you want t o
Mul tiple

7Y I f the Program Multiple
you want to automatically program the YubiKeys when in

Yubi Keyso option

program multiple

Yubi Keyso

serted or you

Yubi

opti
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want to click on t he AWrite Configurati onf¢
program a new YubiKey.
8) To protect against unauthorized update of a specific configuration, a
configuration protection password can be added. Then, in order to
update or remove t his configuration, the corresponding configuration
protection password must be used, otherwise the request is rejected.
In the fAConfiguration Protectiono section, )
to set the configuration protection password.
There are five opt ions available:
. YubiKey Personalization Tool Q‘i‘@‘
Yubico OTP  OATH-HOTP  Static Password challenge-Response  Settings Tools  About Exit
YubiKey is inserted
Program in Static Password mode - Scan Code
Configuration Slot
Select the configuration slot to be programmed
O Configuration Slot 1 O Configuration Slot 2 7]
[] Program Multiple YubiKeys Configuration Protection (6 bytes Hex)
Automatically program Yubikeys when inserted Yubikey(s) unprotected - Keep it that way M Firmware ¥Yersion:
AR e 229
YubiKey(s) protected - D\sab\_e protection
VUblKEy(e) orotected - Change sevmes ode serial Number
Password ) Deci 1234 ]
[] Hide Passward Hex:  04dz ﬂ
Password Length o (Max, 38 chars for YubiKey 2.2 and 16 chars for 2.0 and 2.1) Modhesx: cftd ﬂ
Password
Clear Features Supported
u'j It is strongly recornmended to create a backup YubiKey with same password in case original YubikKey is lost/broken ;”:::ﬂzz;tmns j
Actions QOATH-HOTP g
Press Write Configuration button to program your Yubikey's selected configuration slot Static Password 4
St remprss
Results
# Password Length = Status | Timestamp
i) YubiKey(s) unprotected i Keep it that way:
i) YubiKey(s) unprotected T Enable protection:
iii) YubiKey(s) protected i Disable protection:
iv) Key(s) protected T Keep it that way:
V) YubiKey(s) protected T Change access code:
Select the appropriate option . Click on the help button @ for more
information.
8 From fiPasswordo menu select he fAHi de Passwo
the entered password
99 In the APasswordo field, enter yTaobdin passwor
your password, then ¢l iTalboorbuthe®nfil nddr you
correct/ re-cent er the password, then click on the
The tot al l ength of the password wildl be di
Lengtho field.
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Cross -platform YubiKey Personalizatio n Tool

yubico

trust the net

Current Access Code

L ]
]

Password @

Mew Access Code

[ Hide Password

Password Length 14 (Max. 38 chars for Yuhikey 2.2 and 16 chars for 2.0 and 2.1)

Password [yubieortyubikey |

[ Insert Tab ]I Clear

I.Ij It is strongly recommended to create a backup Yubikey with same password in case original Yubikey is lost/broken

Actions

Press Write Configuration button to program your Yubikey's selected configuration slot

‘Write Configuration Stop Reset
Results
* Password Length ~ Status  Timestamp

Yubico OTP OATH-HOTP Static Password  Challenge-Response  Settings  Tools About Exit
YubiKey is inserted
Program in Static Password mode - Scan Code
Configuration Slot
Select the configuration slot to be programmed
) Configuration Slot 1 O configuration Slot 2 @
[] Pragram Multiple YubiKeys Configuration Protection {6 bytes Hex)
Autornatically program Tubikeys when inserted “fubikey(s) unprotected - Keep it that way vl Firmware Version:

2,29

Serial Number

Dec: 1234 0
Hex:  D4dz (]
Modhesx: oftd D

Features Supported
ubico OTP L4
2 Configurations 4
OATH-HOTR o
Static Password 4
Scan Code Mode o
L4

Challenge-Response

yubico

10) From the f@AActionsO menu, click on t
This wiill program the YubiKey in Scan code
mode.

ation Tool
Yubico OTP OATH-HOTP Static Password  Challenge-Response  Settings  Tools About Exit
[ Yubikey (Password Length: 14 chars) has been successfully configured | YubiKey is inserted
Program in Static Password mode - Scan Code

Configuration Slot

Select the configuration slot to be programmed

(%) Configuration Slot 1 ) Configuration Slat 2 @

[] Program Multiple YubiKeys Configuration Protection {6 bytes Hex)

Automatically program Yubikeys when inserted “YubiKey(s) unprotected - Keep it that way vl

Current Access Code

L ]
]

Password @

Mew Access Code

[] Hide Password

Password Length 14 (Max, 38 chars for vubikey 2.2 and 16 chars for 2.0 and 2,1}

Password |yuh\co\tyubikey |

[ Insert Tab ][ Clear

I.{Ij Itis strongly recommended to create a backup Yubikey with same password in case original YubiKey is lost/broken

Actions

Press Write Configuration button to program your Yubikey's selected configuration slot

Results
#* Password Length Status Timestamp
<1 14 “YubiKey has been successfully configured 7/22/2011 3:07:39 PM

Firmware Yersion:
2,29

Serial Number

Dec: 1234 0
Hex:  D4dz ]
Modhex: cftd ﬂ

Features Supported
“rubico OTP L
2 Configurations 4
OATH-HOTP 4
Static Password 4
Scan Code Mode o
L4

Challenge-Response

yubico
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5.4.2 Advanced Option

YubiKey 2.x provides an interesting feature called "Strong password
policy" where you can program the YubiKey to generate very long static
passwords with upper, lower case letters, n umbers and an "!" special
character. Using the Advanced option, you can reprogram your YubiKey to
output such a password

Please also note that the static password emitted from the YubiKey when
configured in "Advanced" static YubiKey configuration mode can not be set
by the user. The Static password is generated as a result of an encryption

function involving the AES key and YubiKey parameters.

To program the Yubi Key in the fAAdthastepsedo opt i ¢
below:

1) Start the YubiKey Personalization Tool

. YubiKey Personalization Tool EHE‘E‘

Yubico OTP  OATH-HOTP  Static Password Challenge-Response  Settings Tools  About Extit

No Yubikey inserted

The Swiss Army Knife for the YubiKey

Firmware ¥ersion:
Personalize your YubiKey in: Ty
= Yubico OTP Mode

Serial Number
= DATH-HOTP Mode

Dec! M7 A

Static Password Mode
e Hexi WA
= Challenge-Response Mode Modhex: A

If you have any questions or suggestions, please send an email to  support@yuhico.corm
Features Supported

‘fubico OTP NeA

2 Configurstions  M/A

OATH-HOTR A

Application Version: 3.0.1 Static Password N/A
Build Timestamp: Jul 6 2011 10:28:59 Scan Code Mode  N/A&

Challenge-Response N/A

Copyright @ 2011 Yubico. All Rights Reserved.

2) Insert the YubiKey in the USB port

3) Click on either iStatic Passwordo or ASt a
highlighted in the image below
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ubico

Cross -platform  YubiKey Personalizatio n Tool trust the net

. YubiKey Personalization Tool

Yubico OTP  OATH-HOTP |[Static Password| Challenge-Response  Settings Tools  About Extit

YubiKey is inserted

The Swiss Army Knife for the YubiKey

Firmware ¥ersion:
Personalize your YubiKey in: 2.2.9
=p Yubico OTP Mode

Serial Number
OATH-HOTP Mode

Dec: 1234

=
= Static Password Mode
=

Challenge-Response Mode

]
Hex:  D4dz ]
1]

Modhex;: oftd

If you have any questions or suggestions, please send an email to  support@yuhico.corm
Features Supported

Yubico OTP v

2 Configurations v

OATH-HOTE v

Application Version: 3.0.1 Static Password o
Build Timestamp: Jul 6 2011 10:28:59 Scan Code Mode
v

Challenge-Response

Copyright @ 2011 Yubico. All Rights Reserved.

yubico

4 From AProgram in Static Pass woAddwancad@d e 0 , cl
button

)] YubiKey Personalization Tool

Yubico OTP  OATH-HOTP  Static Password challenge-Response  Settings Tools  About Exit

YubiKey is inserted
Program in Static Password mode

GQuicky program a Yubikey to emit your desired static password

Firmware Yersion:
Allows you to program ane or more Yubikeys to emit long, "hard to guess and remember” static passwords

2.2.9

serial Number

Dec: 1234 ]
Hex:  04dz ]
Modhex: eftd ﬂ

Features Supported

“rubico OTP o
2 Configurations o
QATH-HOTP L4
Static Password L4
Scan Code Mode L4

4

Challenge-Responss

yubico

5" From the AConfigur at i oproprale cohfiguratomblct t he ap

6) I f you want to program multiple Yubi Keys,
Mul tiple Yubi Keyso option

t
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7 1 f the Program Multiple Yubi Keyso option is
you want to automatically program the YubiKeys when inserted or you
want t o click on t he AWrite Configurati on:¢
program a new YubiKey. Also, you can specify how the parameters
used for programming the YubiKeys will be generated. There are two
options:

. YubiKey Personalization Tool EHE‘E‘

Yubico OTP  OATH-HOTP  Static Password Challenge-Response  Settings  Tools  About Extit

YubiKey is inserted
Program in Static Password mode - Advanced

Configuration Slot

Select the configuration slot to be programmed

() Configuration Slot 1 () Configuration Slot 2 (7]

Program Multiple YubiKeys Configuration Protection {6 bytes Hex) 9

Autormnatically program YubiKeys when inserted Yubikey(s) unprotected - Keep it that way b Firmware Yersion:
Parameter Generation Schere o Current Access Code 22.9

Fized parameters ~ MNew Access Code

Increment Identities; Randomize Secret Serial Number
Randamize all paramsters

[Fixed paramtors e 123 ]
Password Length 16 chars %) |32 ¥ | chars (16 chars for YubiKey 2.0 and abave anly) Hex: 04dz ﬂ
Public Identity {1-16 bytes Madhex) Generate @ Modhex; oftd ]
Private Identity (6 bytes Hex) 00 00 00 00 00 00 7]

Secret Key (16 bytes Hex) 00 00 00 00 00 00 00 00 a0 00 00 a0 00 00 00 00 9 Features Supported

Strong Passward Palicy [] Upper and lower case [ Alphanumeric [ send | as prefix Yubico OTP ¥
2 Configurations ¥
Actions QATH-HOTP "4
Press Write Configuration button to program your Yubikey's selected configuration slot Static Password L4
Scan Code Mode 4
Write Configuration Stop Reset Challenge-Response
Results
# Password Length Public Identity {Modhex) Status  Timestamp
i) Increment Identities; Randomize Secret
i) Rand omized all parameters
iii) Fixed parameters

Select the appropriate option. For more information, please click on

the help button @ .

8) To protect against unauthorized update of a specific configuration, a
configuration protection password can be added. Then, in or der to
update or remove this configuration, the corresponding configuration
protection password must be used, otherwise the request is rejected.

In the AConfiguration Protectionodo section, )
to set the configuration protection pass word.

There are five options available:
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9)

)] YubiKey Personalization Tool E”E|E|
Yubico OTP  OATH-HOTP  Static Password Challenge-Response  Settings Tools  About Exit
YubiKey is inserted
Program in Static Password mode - Advanced
Configuration Slot
Select the configuration slot to be programmed
O Configuration Slat 1 O Configuration Slot 2 a@
Program Multiple YubiKeys Configuration Protection {6 bytes Hex) Q
Automatically program Yubikeys when inserted vubikeyis) unprotected - Keep it that way v Firmware ¥ersion:
Parameter Generation Scheme @ YubiKey(s) unprotected - Enable protection z2d
[rixed parameters 9 Yubikey(s) protected - Disable protection
Yubikey(s) protected - Keep it that way .
protected - Change access code Serial Number
Password Parameters Dect 1234 ﬂ
Password Length O 16 chars ® chars (16 chars for Yubikey 2.0 and above only) Hex:  04d2 ﬂ
Public Identity (1-16 bytes Modhex) | | Generate (7] Modhex: oftd ﬂ
Private [dentity (6 bytes Hex) |00 00 00 00 00 00 | [ Generate | @
Secret Key (16 bytes Hex) |UD 0000 00 00 00 00 00 00 00 0000 00 00 00 00 | [ Generate ] g Features Supported
Strong Password Policy [J upper and lower case [ alphanumeric [] send 1 as prefix fubico OTP 4
2 Configurations s
Actions OATH-HOTP "4
Press Write Configuration button to program your Yubikey's selected configuration slot Static Password ¥
- - - Scan Code Mode ¥
Write Configuration Stop Reset Challenge-Respanse
Results
# Password Length Public Identity {Modhex) Status  Timestamp
i) YubiKey(s) unprotected I Keep it that way:
i) YubiKey(s) unprotected I Enable protection:
iii) YubiKey(s) protected i Disable protection:
iv) Key(s) protected 1 Keep it that way:
V) YubiKey(s) protected T Change access code:
Sele ct the appropriate option. Click on the help button = for more

information.

From thasswoil Par amet er so, y ou can sel ect
Private Identity and Secret Key.

i) Password Length: You can create a static password of up to 64
characters. Ifyou sel ected the fA16 charso opti
Publ ic Il dentity part wi || [B80 ucsheadr.s |
onward option, then all the Public, Private Identity and the AES
Key will be used for static password generation. If 32 ¢ hars
option is selected the n Public ID will not be used.
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ii)

© Yubico AB 2011 Version:

Yubico OTP  OATH-HOTP  Static Password

Challenge-Response

Settings

Tools

Exit

. YubiKey Personalization Tool E‘E‘El

About

Configuration Slot
Select the configuration slot to be programmed
(O Configuration Slot 1 (O Configuration Slot 2
[] Program Multiple YubiKeys

Autornatically program YubiKeys when inserted
Parameter Generation Scheme @

Fixed parameters

Program in Static Password mode - Advanced

‘Yubikey(s) unprotected - Keep it that way
Current Access Code

Mew Access Code

Configuration Protection (6 bytes Hex)

YubiKey is inserted

Firmware Yersion:

2.2.9

Serial Number

Password Parameters Dec: 1234 a
Password Length © 16 chars ® (32§ chars (16 chars for YubiKey 2.0 and sbove anly) Hex:  04d2 a
Public Identity (1-16 bytes Modhex) Generate @ Madhex: cftd a
Private Identity (& bytes Hex) 00 00 00 00 00 00 @
Secret Key (16 bytss Hex) 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @ Features Supported
Strong Password Policy [] upper and lower case [ alphanumeric [ send 1 as prefix “Yubico OTP "
2 Configurations v
Actions OATH-HOTF v
Press Write Gonfiguration button to program your Yuhikey's selected configuration slat Static Password L4
. . . Scan Cods Made o
Results
# Password Length  Public Identity (Modhex) | Status  Timestamp

Public Identity:
of the OTP string, used to identify a
in clear text.

The public identity is the first optional fixed part

YubiKey . This field is sent

If used, a length between 1 and 16 bytes has to be specified.

bet ween 1
and wonot

Any leng t h
scopeo

and
create

5

any

bytes

length of 6 bytes or more is for use with the Yubico validation
server architecture or for future extensions. A unique customer

prefix can be

acquired from Yubico. The customer prefix is set

in the Settings, see section <need to update>. If a customer
prefix is set in the configuration, a public ID length of 6 bytes is
enforced, where the first three bytes contain the unique

customer prefix.

By default the Public ID will be generated as 0 i.e. modhex
character ¢ depending on the length of password selected. You

can regenerate it

For more information, click on the help

Private ldentity: The private iden

cl

o

by

i cki

ng on

= button.

tity is a secret field, included
as an input parameter in the OTP generation algorithm.

By default, it  will be setto O . You can generate it by clicking on
the fAGenerated button next to it
For more information, click on the help @ button.

Secret Key:
default, it  will be set to

fGenerateod button

For more information, click on the help

next

7]

= button

The secret key is used to encrypt the OTP.
0. You can generate it by clicking on the

t o

Cross_Platform_Yubikey_Personalization_Tool_User_Guide_V4_Final.Doc
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Cross -platform YubiKey Personalizatio n Tool

yubico

trust the net

10)From the AStrong Password

YubiKey Personalization Tool

Policyo,

sel

Autornatically program YubikKeys when inserted

Pararneter Generation Scheme Q Current Access Code

‘F\xad parameters v‘ Mew Access Code

Password Parameters

Password Length (16 chars ® chars (16 chars for vubikey 2.0 and above anly)
Public Identity (1-16 bytes Modhex) | | Generate
Private Identity (6 bytes Hex) 00 00 00 00 00 00 | [ cenerate | @
Secret Key (16 bytes Hex) ‘EIEI 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | [ Generate I g

|Strnng Password Policy [J upper and lower case [ alphanumeric [] send ! as prefix

Actions

Press Write Configuration button to program your Yubikey's selected configuration slat

Write Configuration Stop Reset
Results
# Password Length Public Identity (Modhex) | Status | Timestamp

Yubico OTP  OATH-HOTP  Static Password Challenge-Response  Settings  Tools  About Extit
YubiKey is inserted
Program in Static Password mode - Advanced
Configuration Slot
Select the configuration slot to be programmed
O Configuration Slot 1 O Configuration Slot 2 (7]
Program Multiple YubiKeys Configuration Protection (6 bytes Hex) @

Firmware Yersion:
z.2.9

Serial Number

Dec: 1234 a
Hex:  04dz (]
Modhex: oftd D

Features Supported

“rubico OTP 4
2 Configurations o
QATH-HOTP L4
Static Password L4
Scan Code Mode L4

L4

Challenge-Respanse

yubico

11) From the A@AActionso,
configure the YubiKey in

click

Advanced static password

YubiKey Personalization Tool

on
mode.

t he

Parameter Generation Scheme 8 Current Access Code

1
L 1

Fixed parameters ‘ Mew Access Code

Password Parameters

() 16 chars @

|rttheicrcfhee\fvcvlrbdkmulvnvj | l

Password Length chars (16 chars for vubikey 2.0 and above anly)

Public Identity (1-16 bytes Modhex) Generate | @

Generate ] (7]

Private Identity (6 bytes Hex) |f5 Se 09 29 bd cé | I

Secret Key (16 bytes Hex) |Ze 20 bb 79 d7 7f 4f 5h 7c 65 60 93 dZ 17 87 Oe | [ Generate ] @

Strong Password Policy

[J upper and lower case [ alphanumeric [] send ! as prefix

Actions

Press Write Configuration button to pragram wour Yubikey's selected configuration slot

Results
# Password Length Public Identity {Modhex) Status Timests
¥ 1 B4 rifteicrcfhee fycvirbdkniulvny] Yubikey has been successfully configured 7/22/2011 4:
< >

Yubico OTP  OATH-HOTP  Static Password Challenge-Response  Settings  Tools  about Exit
P Yubikey (Password Length: 64 chars) has been successfully cumﬁguredl Yubikey is inserted
Program in Static Password mode - Advanced

Configuration Slot

Select the configuration slot to be programmed

(® Caonfiguration Slot 1 O Configuration Slot 2 @

[] Program Multiple Yubikeys Configuration Protection (6 bytes Hex) -g-

Autornatically program Yubikeys when inserted |‘mhw<ay(s) unprotected - Keep it that way v‘ Firmware Version:

2.2.9

Serial Number

Dec: 1234 a
Hex:  Dadz 0
Madhe:x: oftd E

Features Supported

“ubico OTP g
2 Configurations 4
OATH-HOTP o
Static Password s
Scan Code Mode g

4

Challenge-Response

yupico

ect
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If you are programming multiple YubiKeys and have selected the

AAut omatically program Yubi Keys whea insert
ti me of programming the first Yubi Key, you n
Configurationo button. Afterwards, you nee
programmed YubiKey from the USB port and need to insert the new

YubiKey. The new YubiKey will be programmed automatical ly.

| f the AAutomatically program Yubi Keys when
sel ected, then you need to click on the AWr

every time you program a new YubiKey.

5.5 Challenge -Response mode

The Challenge -response operation allows interaction between a client -side
application and the  YubiKey by support of a client -side application and
interface software, such as the YubiKey Client API. The challenge -response
scheme can either be Yubico OTP compatible mode or HMAC -SHAL.

Both the options are exp  lained below:

5.5.1 Yubico OTP

The response is formed as a Yubico OTP where the challenge is first
exclusive -ored with the private ID field prior to encryption. Yubico OTP
mode inserts timer - and counter fields and therefore creates a different
response even if the challenge is identical.

To program the YubiKey in Yubico OTP Challenge Response mode, follow
the steps below:

1) Start the YubiKey Personalization Tool

)] YubiKey Personalization Tool

Yubico OTP  OATH-HOTP  Static Password cChallenge-Response  Settings Tools  About Exit

No YubiKey inserted

The Swiss Army Knife for the YubiKey

Firmware Yersion:
Personalize your YubiKey in: N

= Yubico OTP Mode

serial Number
=  OATH-HOTP Mode

Dec: WA
= Static Password Mode

Hex: [{EE)
mp  Challenge-Response Mode Madhes: /A

If you have any questions or suggestions, please send an email to  support@yubico.com
Features Supported

“ubico OTP 7
2 Configurations M/A
QATH-HOTR 1A,
Application Version: 3.0.1 Static Password MNAA
Build Timestamp: Jul 6 2011 10:28:59 Scan Code Made N/A

Challenge-Response N/a

Copyright @ 2011 Yubico. All Rights Reserved.
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Cross -platform YubiKey Personalizatio n Tool

yubico

trust the net

2) Insert the YubiKey in the USB port

3) Click on either
highlighted in the image below

iStatic

YubiKey Personalization Tool

Yubico OTP OATH-HOTP

Static Password | Challeng esponse | Settings

Tools

Passwood®o0 oas

About Exit

The Swiss Army Knife for the YubiKey

YubiKey is inserted

Personalize your YubiKey in:
= Yubico OTP Mode
=p  OATH-HOTP Mode

mip  Static Password Mode

= Challenge-Response Mode

If you have any questions or suggestions, please send an email to  support@yubico.com

Application Version: 3.0.1

Build Timestamp: Jul & 2011 10:28:59

Firmware Yersion:
2,29

Sserial Number

Dec: 1234 0
Hex:  D4dz 0
Modhex: cftd ﬂ

Features Supported

“rubico OTP L
2 Configurations 4
OATH-HOTP 4
Static Password 4
Scan Code Mode o

L4

Copyright @ 2011 Yubico, All Rights Reserved,

Challenge-Response

yubico

4) From

OTPO

AProgram
button

i-Re Llhandenge

. YubiKey Personalization Tool

Yubico OTP  OATH-HOTP  Static Password  Ghallenge-Response  Settings  Tools

deo,

About Exit

Program in Challenge-Response mode

Yubico OTP (7]

Allows you to program one or more YubiKeys in "Yubica OTP" Challengs-Response mode

HMAC-SHA1 @

Allows you to program one or more YubiKeys in "HMAGC-SHAL" Challenge-Response mode

YubiKey is inserted

Firmware ¥ersion:
2.2.9

Serial Number

Dec: 1234 a
Hex:  Dadz 0
Madhe:x: oftd ﬂ

Features Supported

“ubico OTP g
2 Configurations 4
OATH-HOTP o
Static Password L4
Scan Code Mode g

4

Challenge-Response

yubico
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5  From the AConfiguration Slotd select the app

6) I f you want to program multiple Ygami Keys, t
Mul tiple Yubi Keyso option

7Y 1 f the Program Multiple Yubi Keysodo option is
you want to automatically program the YubiKeys when inserted or you
want to click on t he AWrite Configurati onc¢
program a new YubiKe y. Also, you can specify how the parameters
used for programming the YubiKeys will be generated. There are two

options:
iii) Increment Identities; Randomize Secret
iv) Randomized all parameters

Select the appropriate option. For more information, please click on

the help button o .

8) To protect against unauthorized update of a specific configuration, a
configuration protection password can be added. Then, in order to
update or remove this configuration, the corresponding configuration
protection password must be used , otherwise the request is rejected.

In the AConfiguration Protectiondo section, )
to set the configuration protection password.

There are five options available:
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