Background

The YubiKey 2.0 contains two completely independent configuration slots.
If configuration slot 1 is changed it does not affect the configuration slot 2
and vice versa.

If the OTP is generated by pressing the YubiKey button for 0.3 to 1.5
seconds, the output (OTP or Static PW) will be coming from configuration
slot 1 and if the YubiKey button is pressed for 2.5 to 5 seconds, then the
output (OTP or Static PW) will be coming based on settings in
configuration slot 2.

By default, when Yubico ships the YubiKey the configuration slot 1 is set to
OTP mode and the second configuration slot is open to be set by the
customer. You can for example set the configuration slot 2 for generating
a static password. This way you can have a YubiKey generating both an
OTP and a static password.

Dynamic Configuration

By default, (when Yubico ships the YubiKey) the configuration slot 1 is set
to OTP mode and working with the public Yubico Online validation service
and the public identity, private identity and AES Key values are all stored
within the Yubico Online validation service. Users can validate the OTP
generated from the YubiKey as soon as they receive the YubiKey. The
second configuration slot is not configured by default and is therefore
open to be set by the customer.

Please note that, re-initializing of YubiKey configuration slot 1 (either by
manually programming a new AES key in any of the configuration of the
YubiKey or programming the any of the configuration of the YubiKey for
static PW), you will lose ALL abilities to validate the OTP generated from
that particular configuration of the YubiKey against Yubico online
validation server, thus losing all abilities to use that particular YubiKey
with any of Yubico online severs for which you have enrolled for example
Yubico forum, demo server, OpenlD server and so on.

In order to streamline the process for users who want to program their
own AES keys in YubiKeys and still have a working YubiKey online we
have changed the process of handling AES Keys at the online validation
server. You will have to use a YubiKey configuration utility to program
your own AES keys into a YubiKey and then upload the same AES key(s)
to the server (to be used online) using the following link:

http://www.yubico.com/developers/aeskeys/

For more information about reconfiguration or uploading the AES Key,
please see the YubiKey Configuration Manual.

Uploading AES Key

In order to streamline the process for users wanting to program their own
AES keys into their YubiKeys and still have a working YubiKey for Online
validation we have changed the process of handling AES Keys for the
Yubico Online validation server.

Users will now use the YubiKey configuration utility to program their own
AES key into a YubiKey and then upload the AES key(s) to the server (in
order for a YubiKey to be used online). The keys are uploaded using the
following link:
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http://www.yubico.com/developers/aeskeys/

The following steps explain how to program and upload the AES Key in
order to have access to the AES key in the Yubikey and then how to once
again be validating the YubiKey OTP with the Online Yubico validation
server through uploading the key to the Yubico online validation server:

Customers should be informed it will take at least 4 weeks to schedule the
production of this option as it requires special handling at the
personalisation stage and cannot be provided for from stocks.

1. Start the YubiKey configuration utility

. Yubikey Configuration Utility - Start page

‘welcome to the Yubikey configuration utility

The Swizs Amy Knife for the Yubikey

The application version iz 2.00.1

Build timestamp Jun 30 2009 23:29:10

Copyright [) 2009 ubico

P Nemty Exit |

2. From the "Select task" screen, select "Create a dynamic YubiKey
configuration(OTP mode)" from "Programming the YubiKey" section

Bl sclect 1ask E|

. ficn {07P mode]
[ Cr=ste a slate Fublkep conhgunaton [pazsverd mads|
" Femave an =iesling ¥ ubkey conbigueshon
Testng the Yubikey

™ Check the'rubley tups and fimware varzian

© Corert belvesn diterent nurher formats

Glabal zeting:
" Fieviewi o changs piogiam s=lbngs

™ Specify a baxe fil for condiguration inpat

< Back Heat > I Eul

Page 2 of 7 Version: AES Key Upload Guide 2009-09-15.Doc



© Yubico, 2009

3. Select "Use a public identity" and set the desired length to 6 (i.e. 6
full hex values or 12 individual hex characters). The AES Key upload
functionality requires the YubiKey Public ID aka public identity (first
12 modhex characters of the OTP also known as YubiKey prefix) to
start with "vv". To achieve this, please reprogram your YubiKey with
the Public ID to start with "ff". For example, the YubiKey programmed
with the Public ID " ff85b5e2a143" will generate a OTP with
"vvjgngudIbfe" prefix.

There is a conversion calculator available on the Yubico web site to
help convert between hex and modhex formats.

)] Specify a public identity

Before the OTF sting, a fixed identity can be used as a prefix which identifies a
particular Yubikey. The fixed part is sent in clear text as opposite to the OTP part

" Donot uze a public identity

&+ Use a public identity

Desired length E [1- 16 bytes]

Public 1D stiing |rr BB b a2 a1 43

Public 1D string update scheme

f* Fixed value .
O Increment by one Single rand

" Randomize
~ !

™ Remember these setings and don't ask nest time

< Back | Next > | Exit |

4. Select "Use a private identity" and enter the desired value in hex
encoded format. Note down the selected hex encoded value as it is
required while uploading the AES Key.

()] Specify private identity @

A3 a part of the OTP. an optional private identity (UID] may be specified with a
fired length of B bytes.

" Donaot use a private identity

&+ Lse a private identity

1D string dd 73 ff 22 6 7F

Frivate |0 string update scheme

¢ Fired value :
" Increment by one Single rand

" Randomize
~

™ Remember these settings and don't ask nest time

< Back | Newt > | Exit
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5. Select the desired AES Key and enter it in hex encoded format.

Please make sure to note down the selected hex encoded value as it
is required input when uploading the AES Key a bit later in the
process.

. Specify cryptographic key @

I order to generate an OTP, a cryptographic [AES-128] key is needed, Please
specify one manually or select it to be automatically generated in a random fashion

AES key (16 bytes) |Dd 26 2o db 1a aa0d 1o 85 4950 8b 95 0f 23 72

F.ey update scheme

(' Fiked value :
" Increment by one Single rand

" Randomize
~

[ Remember these settings and don't ask nest time:

< Back | Neut = | Exit |

6. Do not select the following options from "Specify output parameters"

screen if you want to validate the OTP with the online Yubico
validation server. All other options are optional.

)] Specify output parameters: EJ

Output format flags
[ Benda TAB character firsk
[” Send a [reference] sting of all Modhes before the fixed part
[~ Send a TAR character between the fired part and the OTP part
[~ Send a TAR character after the OTP part
W Send EMTER as the last keystroke

— Output speed throttiing
[ Slow down character output by 20 ms
[~ Slow down character output by 40 ms [1 + 2 = 60 ms)
[™ &dd a short delay before zending the OTP part
[~ &dd a short delay after sending the OTF part

Strong password policy [Yubikey 2 only)
I Mix upper- and lower case

[ Mix characters and numeric digits
[™ Send a special character as prefix

™ Remember these setings and don't ask nest time

< Back | Newt > | Exit

Send a TAB Character first

Send a (reference) string of all Modhex characters before the fixed
part

Send a TAB character between the fixed part and the OTP part
Send a TAB character after the OTP part

Add a short delay before sending the OTP part

Add a short delay after sending the OTP part

Mix upper- and lower case

Mix characters and numeric digits

Send a special character as prefix
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7. Specify a configuration change protection password if you want or if
you have already set the password, it will be shown in the screen.

@ Specify configuration protection

The Yubikey can be protected by a configuration passward to prevent
unauthorized modifications.

+ The Yubikey(z] are currently unpratected and | want ta keep it that wang

" The Yubikey(s] are currently unprotected and | want to enable prostection
" The ‘Yubikes(s) are currently pratected and | want to disable protection

" The ‘Yubikey(s] are currently protected and | want to keep it that way

Current access code New access code
Current code update scheme Mew code update scheme !
= f o)
) fe G
5 i
5 b

[ Remember these settings and don't ask nest time

< Back | Next > | Exit |

8. From the "Programming”, select the "Write to configuration 1" if you
want to change the configuration 1 to OTP mode or " Write to
configuration 2 (for YubiKey 2.x versions only)" option if you want to
change the configuration 2 to OTP mode and click on "Run".

Note: that writing only to configuration 2 will preserve configuration 1
intact so that you can use the original OTP with the Online Validation
Server without uploading configuration 2 to the Yubico online server.

)] Programming EJ

It iz nows time to update the key. Review settings, select config and press start

Selected task:  Program OTP mods key

Public ID Fized sting
Secret D Fized sting
Key Fixed sting

Cur aco code: N/A
Mew acc code: N/A&

* Wirite to configuration 1 7 ‘white to configuration 2 [Yubikey 2 only)
™ Lock / protect configuration 2 [Yubikey 2 only)

Update completed successfully
Remove device now

t | Time | Dahafz) | Stabus / publicID
W1 43447PM 05 ff85b5e2a143
Passed: 1 Failed: a

< Back | Finizh | Exwit
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trust the net

9. Once, the YubiKey has been reprogrammed, we need to upload the
information using the following link:

http://www.yubico.com/developers/aeskeys/

The AES Key upload page is shown below:

Yubico AES Key Upload

PFioase entor information about your nowly persanalized Yubioy.
Vour emnal address:

Sarial number: L

Tubikey prefi w

Inkamal idantity:

AES Koy:

T8 from the Yub#key:

N-Q2 sug

T the vt iwinas:

|

10. Information about each YubiKey are filled out as shown in the
example below:

Yubico AES Key Upload

Please enter milormation about your newly personakred Yubikey.

Vour a-mai address: | @ .com

Sanal numbar: 0

ubikay prafic: [gneediote.

Irtarnal idartty: |ddramzzch ]
2E5 Koyi = 1 HEAS B3 0e37

TP from the Yubikey: feviibjcurlceichuegbrodulg
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trust the net

11. The following screen is shown once the AES Key and other
information is uploaded successfully:

Yubico AES Key Upload

SHecesst
\oery uplnad sucrassful.

E-mad address: ] Lam
Serial rembar- [0
[rubikey prefis: [vigngudive
frternal dertty: |[d7eHE2CETI
5 kay: ___|[papeacds1asandicisevsonbastiasid |
[Fubikioy GTP:__[vwianpudibresthibjcurblcnvkiclunoghecduy |

Try aur orine test service b verdy that your newly programmed Yubikey is warking againgt cur
vakdaban server,

12. Now the OTP can be validated again with the with the online Yubico
validation server.
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